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OFAC Settles with Nasdaq, Inc. for $4,040,923 Related to Apparent Violations of the Iranian
Transactions and Sanctions Regulations Undertaken by Former Armenian Subsidiary

Nasdagq, Inc. (Nasdaq), a financial services corporation headquartered in New York, New York,
which owns and operates stock exchanges and other businesses worldwide, has agreed to pay
$4,040,923 to settle its potential civil liability for the conduct of its former wholly owned foreign
subsidiary, Nasdag OMX Armenia OJSC (Nasdaq OMX Armenia), the former owner and operator
of the Armenian Stock Exchange (ASE). In this capacity, Nasdaqg OMX Armenia processed trades
and settled payments through the ASE platform involving the OFAC-designated Armenian
subsidiary of Iran’s state-owned Bank Mellat.! In doing so, Nasdaq OMX Armenia knowingly
engaged in the exportation of services to Iran and the Government of Iran, thereby committing 151
apparent violations of OFAC sanctions on Iran. The settlement amount reflects OFAC’s
determination that the apparent violations were non-egregious and voluntarily self-disclosed.

Description of the Apparent Violations
Overview of Nasdaq Activities in Armenia

In February 2008, Nasdaq acquired OMX AB, a Swedish financial company that owned and
operated the ASE, which after the acquisition was named Nasdaq OMX Armenia OJSC. The
renamed company continued the functions and activities of the ASE, which included operating
trading platforms that pursuant to Armenian law provided Armenian banks, including Bank Mellat’s
Armenian subsidiary, Mellat Bank SB CJSC (Mellat Armenia), access to overnight liquidity loans
(referred to as “credit resources”) and foreign exchange. In operating the credit resource and
foreign exchange transaction platforms, Nasdaqg OMX Armenia matched counterparties based on
their bids and offers and provided settlement information to the Central Bank of Armenia (Central
Bank) based on participants’ net obligations. No financial transactions between market participants
occurred on these platforms operated by Nasdag OMX Armenia, but instead took place between the
relevant Armenian financial institutions using accounts at the Central Bank. Nasdaq OMX Armenia
charged and invoiced participating banks, including Mellat Armenia, for monthly participation fees
and terminal fees, and transaction fees on a per-trade basis.

Operation of Credit Resource and Foreign Exchange Trading Platforms

Under then-applicable Central Bank regulations, Armenian banks were obligated to maintain certain
minimum daily liquidity and reserve requirements. When a bank faced a shortfall based on its daily

! On October 25,2007, OFAC added Mellat Armenia to the list of Specially Designated Nationals and Blocked Persons
(SDN List) pursuant to Executive Order 13382 of June 28, 2005, Blocking Property of Weapons of Mass Destruction
Proliferators and Their Supporters. Nasdaq OMX Armenia became prohibited from providing services to Iran or the
Government of Iran on October 9, 2012, with the restrictions effective on December 26, 2012. See 31 C.F.R. § 560.215.
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balances, it had to borrow from other commercial banks on an overnight basis through the credit
resources market, in which all Armenian banks were required to participate. During the relevant
period, Nasdag OMX Armenia owned and operated the credit resource platform on which the loan
agreements were traded. In this role, Nasdag OMX Armenia, subject to Central Bank oversight and
approval, defined the participation and trading rules, matched orders between lenders and
borrowers, and netted market participant obligations to prepare payment instructions for the Central
Bank. The Central Bank then processed and settled the payment orders. Credit resource trade loans
were extended overnight and settled the next morning, and banks were not permitted to use the
funds for other purposes.

Similarly, Nasdaqg OMX Armenia provided a foreign exchange trading platform for Armenia’s
banks, which were the main suppliers of foreign currency for the country. Nasdaq OMX Armenia’s
role in this capacity was similar to its role in credit resource trading. During the relevant period,
Nasdaq OMX Armenia owned and operated the foreign exchange trading platform on which foreign
currencies were traded, defined the participation and trading rules, matched orders from market
participants, and prepared settlement orders processed through Nasdag OMX Armenia’s account
with the Central Bank. No financial transactions between market participants occurred on the
ASE’s platform, and Nasdaq did not directly undertake any of the underlying financial transactions
at issue. As with the credit resource trades, the Central Bank acted as the settlement bank.

As a registered Armenian financial institution throughout the relevant period, Mellat Armenia
regularly participated in the credit resource and foreign exchange markets operated and overseen by
Nasdaq OMX Armenia.

Nasdaq’s Sanctions Awareness and Knowledge of Services to Mellat Armenia

Nasdaq OMX Armenia knew that Mellat Armenia was among the 35 ASE member financial
institutions while operating the credit resource and foreign exchange platforms. Nasdag OMX
Armenia’s web page identified Mellat Armenia as a market participant on the ASE’s credit
resources and foreign exchange market and listed Mellat Armenia’s trading name, address, and
contact information. Moreover, Nasdag OMX Armenia’s fee assessments required monthly
analyses of the trades in which the Iranian-owned bank had participated on the ASE.

However, during the period in which Nasdaqg OMX Armenia provided services to the Armenian
banking sector, it appears neither Nasdag OMX Armenia nor Nasdaq properly understood the
sanctions implications of Mellat Armenia’s participation on the platforms that Nasdag OMX
Armenia owned and operated. This lack of understanding continued until September 2014, when
Nasdaq identified the sanctions compliance implications of Mellat Armenia’s participation on the
platforms that Nasdaq OMX Armenia owned and operated.

Nasdaq’s October 1, 2012 “Global International Business Conduct Policy,” for example, outlined
Nasdaq’s worldwide policy of compliance with trade laws and regulations governing its
international business activities. The policy explicitly stated that it was applicable to all employees
of Nasdaq, “including the employees of its subsidiaries and to anyone working on behalf of Nasdaq
including its consultants, agents, affiliates, partners, and intermediaries.” The policy included a
section specifically addressing economic sanctions laws and regulations, which required that all



Nasdaq employees contact Nasdaq’s Office of General Counsel prior to engaging in activities
involving a list of countries subject to U.S. sanctions, including Iran, or persons on OFAC’s SDN
List, such as Mellat Armenia.

Neither Nasdaq nor Nasdag OMX Armenia, however, appears to have taken steps to update or
apply its sanctions compliance policies to Nasdaqg OMX Armenia’s conduct with respect to Mellat
Armenia once Nasdag OMX Armenia became prohibited from providing services to Iran or the
Government of Iran on October 9, 2012, with the restrictions effective on December 26, 2012.2

In July 2012, a Nasdaq risk assessment questionnaire noted that Mellat Armenia was a participant
on the ASE, which Nasdag OMX Armenia confirmed. Nasdaqg OMX Armenia further noted that
Mellat Armenia was owned by Bank Mellat, which was an Iranian state-owned entity. Nasdaq took
no action in response. Subsequently, in 2013, an additional questionnaire identifying Mellat
Armenia as a market participant was submitted to Nasdaq’s Risk Management division in
Stockholm and forwarded to Nasdaq compliance and legal personnel in the United States; these
personnel, however, did not appear to sufficiently understand the implications of the reference to
Mellat Armenia, and Nasdaqg OMX Armenia continued to provide credit resource and foreign
exchange services until 2014 when Nasdaq submitted an initial notice of voluntary self-disclosure to
OFAC.

After voluntarily disclosing the apparent violations to OFAC, Nasdaq subsequently wound down its
ownership interest in the ASE. Nasdaqg OMX Armenia earned approximately $16,000 in
commissions and fees over the relevant period from processing the transactions at issue.

As a result of its provision of services to Mellat Armenia, Nasdaqg OMX Armenia engaged in 151
apparent violations of the Iranian Transactions and Sanctions Regulations (ITSR), 31 C.F.R.

§ 560.215, between December 28, 2012, and September 3, 2014, with a total face value of
$227,915,023 (the “Apparent Violations”). Under 31 C.F.R. § 560.701(a)(4), a U.S. person is
subject to civil penalties if foreign entities it owns or controls engage in conduct that 31 C.F.R.

§ 560.215 proscribes. Because Nasdag OMX Armenia's activities would be prohibited for U.S.
persons, Nasdagq is liable for the Apparent Violations of its former foreign subsidiary, Nasdag OMX
Armenia.

Penalty Calculations and General Factors Analysis

The statutory maximum civil monetary penalty applicable in this matter is $458,503,738. OFAC
determined that Nasdaq self-disclosed the Apparent Violations and that the Apparent Violations
constitute a non-egregious case. Accordingly, under OFAC’s Economic Sanctions Enforcement
Guidelines (“Enforcement Guidelines™), 31 C.F.R. part 501, app. A, the base civil monetary penalty
equals the sum of one-half of the transaction value for each apparent violation, capped at a

2 On that date, provisions of the Iran Threat Reduction and Syria Human Rights Act of 2012, as implemented by
Executive Order 13628, became effective, prohibiting entities owned or controlled by a U.S. person and established or
maintained outside of the United States from knowingly engaging in any transaction directly or indirectly with the
Government of Iran or any person subject to the jurisdiction of Iran that would be prohibited if engaged in by a U.S.
person. The ITSR was amended to include this prohibition in 31 C.F.R. § 560.215 on December 26, 2012. 31 C.F.R.

§ 560.204 of the ITSR prohibits U.S. persons from exporting, reexporting, selling, supplying, directly or indirectly, any
goods, technology, or services to Iran or the Government of Iran.
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maximum base amount of $178,290 per violation. In this case, the base civil monetary penalty
equals $16,163,691. The settlement amount of $4,040,923 reflects OFAC’s consideration of the
General Factors under the Enforcement Guidelines.

OFAC determined the following to be aggravating factors:

(1) Nasdaq and Nasdag OMX Armenia failed to exercise due caution or care with regard to the
conduct that led to the Apparent Violations by engaging in conduct that allowed Mellat
Armenia to avail itself of financial services notwithstanding applicable sanctions and
Nasdaq corporate policy;

(2) Nasdaq and Nasdaqg OMX Armenia had actual knowledge that Mellat Armenia was trading
on the ASE throughout the relevant period, but the company did not take steps to put
appropriate sanctions compliance-related controls into place after Nasdag OMX Armenia
became subject to the ITSR in 2012; and

(3) Nasdag OMX Armenia was owned and operated by Nasdaq, a large, commercially
sophisticated, international financial services corporation.

OFAC determined the following to be mitigating factors:

(1) OFAC has not issued Nasdaq a penalty notice or Finding of Violation in the five years
preceding the date of the earliest transaction giving rise to the Apparent Violations;

(2) Nasdaq cooperated fully with OFAC’s investigation, including by voluntarily self-disclosing
the Apparent Violations and by agreeing to toll the statute of limitations;

(3) The true magnitude of the sanctions harm of the Apparent Violations was significantly less
than the face value of the underlying credit resource and foreign exchange transactions;

(4) Nasdaq was subsequently eligible for a license to permit the ASE’s continued engagement in
certain activities with Mellat Armenia; and

(5) Nasdaq undertook remedial measures to address its sanctions compliance deficiencies,
including divesting its ownership stake in Nasdaqg OMX Armenia, creating a dedicated
sanctions working group, implementing a new training program, enhancing its screening
software, and conducting assessments of its compliance programs.

Compliance Considerations

This case demonstrates the importance of businesses implementing and employing sanctions
compliance programs that are commensurate with the scope and geographic touchpoints of their
business operations. Mergers and acquisitions — particularly across borders — present acute
potential sanctions risks. Consistent with the Framework for OFAC Compliance Commitments
(Framework), compliance functions should be integrated into the merger, acquisition, and
integration process to enable proliferation of compliance standards to newly acquired businesses,
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including adequate compliance training, resources, and culture. In this case, basic screening of the
35 ASE members as part of the due diligence of the newly acquired business would have revealed
Mellat Armenia’s participation.

Routine sanctions risk assessments for multinational entities can evaluate whether non-U.S.
subsidiaries are aware of any applicable OFAC sanctions compliance obligations and enable entities
to update their sanctions compliance programs to reflect changes to sanctions regulations.
Assessments can then be used to craft sanctions compliance policies and procedures commensurate
with the particular sanctions risks each subsidiary faces.

A well-designed and -implemented compliance program will also allow U.S. persons to remediate
deficiencies in a timely manner to prevent additional violations. In this case, Nasdaq became aware
of Mellat Armenia’s participation in the ASE in 2012, but continued processing transactions on its
behalf until 2014.

OFAC Enforcement and Compliance Resources

On May 2, 2019, OFAC published the Framework in order to provide organizations subject to U.S.
jurisdiction, as well as foreign entities that conduct business in or with the United States or U.S.
persons, or that use goods or services exported from the United States, with OFAC’s perspective on
the essential components of a sanctions compliance program. The Framework also outlines how
OFAC may incorporate these components into its evaluation of apparent violations and resolution
of investigations resulting in settlements. The Framework includes an appendix that offers a brief
analysis of some of the root causes of apparent violations of U.S. economic and trade sanctions
programs OFAC has identified during its investigative process.

Information concerning the civil penalties process can be found in the OFAC regulations governing
each sanctions program; the Reporting, Procedures, and Penalties Regulations, 31 C.F.R. part 501;
and the Economic Sanctions Enforcement Guidelines, 31 C.F.R. part 501, app. A. These
references, as well as recent civil penalties and enforcement information, can be found on OFAC’s
website at https://ofac.treasury.gov/civil-penalties-and-enforcement-information

For more information regarding OFAC regulations, please go to: https://ofac.treasury.gov/
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