7O —hk:
AERTITIBZARKNMEFRETSBEICETEIHIF5X

2022 5 A 16 H

KEBAFIE, BSHREFTEARLIMECLRE) OFHREMN (T FEHEEZRIEICSE. EAL.
TOEEZHAHZEICHTHIYRNERLERD-OIC, Bt REEE. SXU—BHERR
(TOREBHGERELT, RXEIE ZRKRT D, AEIE(E, LA IT FEHEOFEHEICET 5
HERERBL, OO EENLEBD T SO ARAREDERETHITHADZEIT, 77 X-
TORNKINDTIINITA— LN EDO Y —EREBAT HILEE [T FEEEHINTH5OTEIT
BIODBIRESTOT1—TICIVAFRERET D, LFB IT HBHEZERALEY. TOEH
EXELEYVTHIERFIZLDYRIERHN, ZOHEEL, MR ELT—F2. BEEOEANETFH
EOREEEE(UN)ERTTORIFEZETEMBRICETRS,

R MRPICHEGERMEFORATFALD IT FBEZEYRAATEY . KECEZEDH K
[SERLTIHEBED-OICZOERTOTILIZFESTHRAZRENTILD, SH5L-FHEET:

o HMRABDISATUIEENS IT FAREZNEFREICERTLHOIZT)—ZRFBTS vk
IA—LDEERZREZERAL. D, VAT MOHBICHTIXINEZITERS =D KA
WITSYRIA—LEBBRERMBD=OIZZHD ) — ¥ LA TAT TSI+ —LEFBRLTLY
%,

e EVRR BERE.BELEITIVMRR V=LKV T—FDT  AR—Y, T3—T4
DAV BEUVSAITRIANEEH . LOLENLICRESNGEWLEWEEDOEI2—IZF -
MBET7T)OY IRz 7ERAFEL TS,

o REISAR—FRYLT—5 (VPN)RRETSAR—r—/\—(VPS), BASNI=-FE=ZED
IP 7RLR REBEAOBRCBEEEITEASN-BTEREHOTRAGTEDFEICKY. %
KDHE. Bo%x (EBATELEL)AEANCKEEEFTLIT—H—ICHBELTNS,

. 11130):|I:$Hﬁ$7’79—l FBEEDHAYAN—RAZAREICTHIEEESOAEBNDO
VRN EFELTELEBETIVEREFRALTLS,
HEFREIT FHEEHTTOATEEMS BB EHE TR T BEEEDHICIFLUTHEFHBE:
o HERIEEAMICHRALIP FRLANGE—OOEADZHOOT AN TTHNDGE. i
[ZFD IP FRLADW B4 EEICEFZRLTLSSE,

o FHWISYRIA—LZBELTCHOEELELBE, FIChEARLIE (PRC)IZHDERTT
AFEADEEHAINIESEEICKDITILLELE,

o KRADDODOYA., EE. TRINI-THIGAT. ERLFER. 2R BE. BLUHEED DY
—SVRTSYRNIA—LTHDTAT4—IL, HEBR—FTH VAT H A+, ZHWNTSVED
A—LTODTAT4—IL, BEUVEESN-IEATPERLE DEMIBERICE T2 —E,

o ERINI-EBEBHANICERZITALGWMEGES  $FICTENRE OS2 =5 —2a v AEFEL TS
AL —ZHBEISERERNLZNGS



L BEITH B EZ T ZEIC, BEVEFSHENSIEIEFT S La L TS DIZBEIERAZE
BL3BTaA—TYSPIRFRICIZLU T EFNSE:

REERFCEARGBO—HELTRESN-ZEHZ RESHEICEBINERLIFHRE
EHT ) YRS ECHEHEICEREEZE Y 5,
RSN THEESHICRENTVNAZTITRET D,

AIREMEDH BT —FVRAFBEDE TR D-HICETAEEEZITY.

ButERETIRESN-FIESZHERT 502, ERMSTRE LR - ARREICXD
O A ERET 5,

EEBERETCOXLWEEIT. DS THRASHEAHT HRITIHRROERERD D,

K&ZNDDODYA, BEE. FRSNT-IGT. ERLIER. 2R BE. BLURREEDOH LB E
AEDZDMOFMERL . HREEDI)—SVRTSVNI+—LTOTOAT(—IL, V=D
YILATATTOTAT4—IL  HER—bTA) AT A T WTSVI+—LOES
FUBEESINE=BAAOFEERGE BT, —BLTWANFIvrT 5,
FRENE THEZAZHICHAERTRPEZITRNGWMGEEEVEED,

LFREIT 55 B & DFBDEEHE

DPRK IT Worker Account or
Individual

Digital Payment Service

o DPRK IT worker purchases access to a proxy account or hires a third-party as a proxy to obscure identity.

@ Fraudulent or altered identification and credentials are submitted for accounts on freelance work platforms.

© Fraudulent or altered identification and credentials are submitted for accounts on digital payment services.

@ DPRK IT worker wins a contract from an unwitting client on the freelance platform.

5) Client provides equipment to and interacts with the DPRK IT worker directly or with the DPRK IT worker’s proxy.

%) Client processes payments for the completed contracts to the DPRK IT worker’s fraudulent account.
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https://www.us-cert.gov/ncas/alerts/aa20-106a
https://home.treasury.gov/policy-issues/financial-sanctions/sanctions-programs-and-country-information/north-korea-sanctions
https://www.fbi.gov/contact-us
https://www.fbi.gov/contact-us
https://rewardsforjustice.net/index/?north-korea=north-korea

