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https://home.treasury.gov/system/files/126/20220516_dprk_it_worker_advisory.pdf
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Client

DPRK IT Worker Account or
Individual

—

Digital Payment Service

o DPRK IT worker purchases access to a proxy account or hires a third-party as a proxy to obscure identity.
@ Fraudulent or altered identification and credentials are submitted for accounts on freelance work platforms.
o Fraudulent or altered identification and credentials are submitted for accounts on digital payment services.

@ DPRK IT worker wins a contract from an unwitting client on the freelance platform.

: Client provides equipment to and interacts with the DPRK IT worker directly or with the DPRK IT worker’s proxy.

: Client processes payments for the completed contracts to the DPRK IT worker’s fraudulent account.
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https://www.us-cert.gov/ncas/alerts/aa20-106a
https://home.treasury.gov/policy-issues/financial-sanctions/sanctions-programs-and-country-information/north-korea-sanctions
https://home.treasury.gov/policy-issues/financial-sanctions/sanctions-programs-and-country-information/north-korea-sanctions
https://home.treasury.gov/policy-issues/financial-sanctions/sanctions-programs-and-country-information/north-korea-sanctions
https://www.fbi.gov/contact-us
https://rewardsforjustice.net/index/?north-korea=north-korea

