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OFAC Settles with TD Bank, N.A. for $115,005.04 Related to Apparent Violations of the
North Korea Sanctions Regulations and the Foreign Narcotics Kingpin Sanctions
Regulations

TD Bank, N.A. (“TDBNA”), a bank incorporated in Wilmington, Delaware, has agreed to remit
$115,005.04 to settle its potential civil liability for two separate matters involving apparent
violations of the North Korea Sanctions Regulations and the Foreign Narcotics Kingpin
Sanctions Regulations. In the first matter, TDBNA processed 1,479 transactions totaling
$382,685.38 and maintained nine accounts on behalf of employees of the North Korean mission
to the United Nations without a license from OFAC. In the second matter, TDBNA maintained
two accounts for more than four years for a U.S. resident who was listed on OFAC’s list of
Specially Designated Nationals and Blocked Persons (“SDN List™). The apparent violations in
both cases resulted from multiple sanctions compliance breakdowns, including screening
deficiencies and human error, and highlight the importance of maintaining and following proper
escalation procedures and ensuring adequate employee training. The settlements reflect OFAC’s
determination that TDBNA’s apparent violations in both matters were voluntarily self-disclosed
and were non-egregious.

Matter 1: North Korea-related Apparent Violations

Description of the Apparent Violations of the North Korea Sanctions Regulations

Between December 20, 2016 and August 15, 2018, TDBNA processed 1,479 transactions
totaling $382,685.38, and maintained nine accounts on behalf of five employees of the North
Korean mission to the United Nations without a license from OFAC. At account opening, the
account holders of all nine accounts presented to TDBNA North Korean passports. However,
these passports did not generate an alert during the customer screening process because TDBNA
relied heavily on a vendor-supplied Politically Exposed Persons (PEP) list (“PEP list”), which
did not include government employees of sanctioned countries. In addition, TDBNA employees
often misidentified North Korea (referring to it as Korea or South Korea or using a country code
meant for South Korea), or left the citizenship field blank in the customer profiles. As a result,
TDBNA'’s screening system did not flag any of these accounts because the citizenship
information was missing or incorrect.

Under the North Korea Sanctions Regulations (NKSR), 31 C.F.R. § 510.510(c), a general license
authorizing certain transactions with the North Korean Mission to the United Nations specifies
that it does not authorize U.S. financial institutions to open and operate accounts for employees
of the North Korean mission. It further specifies that U.S. financial institutions are required to
obtain OFAC specific licenses to operate accounts for such persons. Because TDBNA did not
have a specific license to provide these services, its conduct resulted in the apparent violations of
31 C.F.R. § 510.201.

Penalty Calculation and General Factors Analysis Related to the Apparent Violations of



the North Korea Sanctions Regulations

The statutory maximum civil penalty applicable for these North Korea-related apparent
violations is $460,800,198. OFAC determined that TDBNA voluntarily self-disclosed the
apparent violations and the apparent violations constitute a non-egregious case. Accordingly,
under OFAC’s Economic Sanctions Enforcement Guidelines (“Enforcement Guidelines™), the
base civil monetary penalty amount applicable in this matter equals the sum of one-half the
transaction value for each apparent violation, which is $191,343 in this matter.

The settlement amount of $105,238.65 for this matter reflects OFAC’s consideration of the
General Factors under the Enforcement Guidelines.

OFAC determined the following to be aggravating factors:

(1) TDBNA failed to exercise due caution or care in processing 1,479 transactions in
apparent violation of the NKSR for more than a year as a result of multiple sanctions
screening breakdowns;

(2) TDBNA had reason to know that it maintained accounts for North Korean nationals
because at account opening, the account holders of all nine accounts presented to

TDBNA North Korean passports; and

(3) TDBNA is a large and commercially sophisticated financial institution with a global
presence.

OFAC determined the following to be_mitigating factors:

(1) No TDBNA managers or supervisors appear to have had actual knowledge about the
subject accounts or transactions;

(2) Although 1,479 transactions totaling $382,685.38 were processed in apparent violation of
the NKSR, all of the transactions would likely have been licensable under existing
licensing policy;

(3) TDBNA has represented that it has terminated the conduct that led to the apparent
violations and undertook the following remedial measures:

e TDBNA enhanced its controls for identifying government officials of sanctioned
countries;

e TDBNA updated its operating procedures to specify that reviews of customers in or
affiliated with sanctioned jurisdictions must be escalated; and

e TDBNA provided targeted training to address the appropriate adjudication criteria for
determining whether potential customers may be PEPs from a sanctioned country, or
present passports or other identification from sanctioned countries, and the escalation
requirements in such cases.



(4) TDBNA voluntarily self-disclosed the apparent violations and cooperated with OFAC’s
investigation by providing well-organized and user-friendly information in a prompt
manner.

Matter 2: Foreign Narcotics Kingpin-related Apparent Violations

Description of the Apparent Violations of the Foreign Narcotics Kingpin Sanctions
Regulations

Esperanza Caridad Maradiaga Lopez was added to the SDN List in September 2013. In
February 2016, Lopez opened two joint accounts at a Miami-area TDBNA branch. A sanctions
screening alert was generated for Lopez the day after account opening. Despite first and last
name and date-of-birth matches to the SDN List entry for Lopez, the reviewer dismissed the alert
because there was “no match on full name DOB and geographical location.” Over the next four
years, four additional high-confidence sanctions screening alerts were generated, three of which
were manually dismissed for similar reasons. Only the fifth and final alert, in February 2020,
was determined by a reviewer to be a true hit, triggering the blocking of Lopez’s accounts four
years late and disclosure to OFAC. After the accounts were blocked, however, TDBNA’s Fraud
Unit, unaware of the sanctions-related reason for account closure, credited one of Lopez’s
accounts, causing it to be re-opened. The mistake was identified a few days later and the account
was re-closed.

The failure to correctly identify Lopez as a person on the SDN List was the result of human error
and a breakdown in TDBNA’s sanctions compliance procedures. Lopez’s name appeared in
TDBNA'’s systems as “Esperanza Maradiaga Lopez,” while the OFAC SDN List entry has the
name “Esperanza Caridad Maradiaga Lopez.” The date of birth information TDBNA had on file
also matched the date of birth in the SDN listing. In addition to incorrectly dispositioning these
alerts, TDBNA analysts contravened TDBNA procedures which require alerts to be escalated if a
match occurs in first and last name and any additional information field.

This conduct resulted in 145 apparent violations of 31 C.F.R. § 598.202 of the Foreign Narcotics
Kingpin Sanctions Regulations.

Penalty Calculation and General Factors Analysis Related to the Apparent Violations of
the Foreign Narcotics Kingpin Sanctions Regulations

The statutory maximum civil monetary penalty for these Foreign Narcotics Kingpin-related
apparent violations is $224,470,875. OFAC determined that TDBNA voluntarily self-disclosed
the apparent violations and that the apparent violations constitute a non-egregious case.
Accordingly, under OFAC’s Enforcement Guidelines, the base civil monetary penalty amount
applicable in this matter equals the sum of one-half the transaction value for each apparent
violation, which is $17,757.

The settlement amount of $9,766.39 for this matter reflects OFAC’s consideration of the General
Factors under the Enforcement Guidelines.



OFAC determined the following to be aggravating factors:

(1) TDBNA failed to exercise due caution or care for U.S. economic sanctions requirements
by incorrectly adjudicating high-confidence sanctions screening alerts four times over
four years, despite full date-of-birth and first and last name matches, and in contravention
of established procedures, enabling 145 apparent violations;

(2) TDBNA allowed $35,514.13 in transactions by a person on the SDN List; and

(3) TDBNA is a large and sophisticated financial institution with a global presence.

OFAC determined the following to be mitigating factors:

(1) No TDBNA managers or supervisors appear to have had actual knowledge regarding the
conduct that led to the apparent violations;

(2) All of the transactions would likely have been licensable under existing OFAC policy had
the account holder or TDBNA applied for a license;

(3) TDBNA has represented that it has terminated the conduct that led to the apparent
violations and undertook the following remedial measures:

e TDBNA implemented an explicit sequence for adjudicating and escalating alerts;

e TDBNA implemented more specific standards and examples for determining a
name match, accounting for spelling variations or abbreviated, transposed, or
middle names;

e TDBNA implemented more specific standards and examples for determining a
date-of-birth match; and

e TDBNA required additional training related to the root causes of these apparent
violations.

(4) TDBNA voluntarily self-disclosed the apparent violations and cooperated with OFAC’s
investigation by providing well-organized and user-friendly information in a prompt

manner.

Compliance Considerations

These two actions highlight the importance of developing and implementing appropriate
sanctions screening controls, following internal escalation procedures, and providing
comprehensive training to relevant employees.

For example, the North Korea-related matter emphasizes that banks and other financial
institutions should consider taking steps to ensure accurate recordkeeping, including the correct
identification of nationality, especially when providing financial services in connection with
diplomatic accounts. Banks and other financial institutions should also consider implementing
appropriate controls to flag highly relevant information in customer profiles that may indicate a
sanctions nexus, such as accountholder passports issued by a sanctioned jurisdiction.



Similarly, in the Foreign Narcotics Kingpin-related matter, the bank’s compliance program
flagged an account multiple times for a possible SDN List match, but an incorrect evaluation was
made multiple times and the potential match was not escalated, in contravention of existing
compliance policy. This action demonstrates the necessity of not merely developing appropriate
procedures and policies for adjudicating and escalating sanctions screening alerts, but also
ensuring that they are followed and implemented accordingly. This action also highlights the
need for proper coordination of compliance efforts and actions across various departments and
business units within a financial institution, such that a decision to block an account by one
department cannot be overturned by another without appropriate controls.

Finally, both matters highlight the need for comprehensive and thorough staff training, especially
for employees tasked with reviewing customer onboarding information and adjudicating
potential sanctions matches. Such training helps ensure that internal policies and procedures are
followed and that potential matches are properly escalated consistent with those policies and
procedures.

OFAC Enforcement and Compliance Resources

On May 2, 2019, OFAC published A Framework for OFAC Compliance Commitments in order
to provide organizations subject to U.S. jurisdiction, as well as foreign entities that conduct
business in or with the United States or U.S. persons, or that use goods or services exported from
the United States, with OFAC’s perspective on the essential components of a sanctions
compliance program. The Framework also outlines how OFAC may incorporate these
components into its evaluation of apparent violations and resolution of investigations resulting in
settlements. The Framework includes an appendix that offers a brief analysis of some of the root
causes of apparent violations of U.S. economic and trade sanctions programs OFAC has
identified during its investigative process.

Information concerning the civil penalties process can be found in the OFAC regulations
governing each sanctions program; the Reporting, Procedures, and Penalties Regulations, 31
C.F.R. Part 501; and the Economic Sanctions Enforcement Guidelines, 31 C.F.R. Part 501, app.
A. These references, as well as recent civil penalties and enforcement information, can be found
on OFAC’s website at https://home.treasury.gov/policy-issues/financial-sanctions/civil-penalties-
and-enforcement-information.

For more information regarding OFAC regulations, please go to: www.treasury.gov/ofac.
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https://home.treasury.gov/policy-issues/financial-sanctions/civil-penalties-and-enforcement-information
https://home.treasury.gov/policy-issues/financial-sanctions/civil-penalties-and-enforcement-information
https://home.treasury.gov/policy-issues/office-of-foreign-assets-control-sanctions-programs-and-information

