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NOTELGHISEHEICIE. KESHEEIEARBISEOXNRELYEFES,

EFHEND-HD DPRK EBE

BEDIREETHROFHZSH T, YA/ \—ZHTO DPRK OFEFEIC DV TIHEREZH
STWAISEIC. EXEDE=ONEFERETOTSLEZBLTDZDO LS ERIZHIL., 500



BRILVETHDEESFZITNMAEREFFIENTESAREENH S, FEMHERIE.
www.rewardsforjustice.net. B D &,



http://www.rewardsforjustice.net/

BT EE | DPRK YL/ —BEBAD USG AREREEH

ERFHEE EOKE R D215 & E R, 20194 KEEHRHE L. DPRK
NEMBEICHTEIERGHAN—ERIZLE>TEY ., YAM/\— ANAERBTHYSKRT. i
DERENGEHAN—BEITOBENERFLTVSEEE L =, DPRKIX, IRAZEHHT 1=
OICERMBEANSBL Y AMN\—BODFEAZHEITTLS, FIEO YA /N\—LRFHIZ(E.
NG ST RITHOHETESLOOARILDH A N—FREICHULI-CEEED. HRFOE
BMEEMNSIERILUEZZRESETHHADNEENTWS HEZIL. UTESHEODIL,
https://www.dni.gov/filessODNI/documents/2019-ATA-SFR---SSCI.pdf.

Y AN—EF 1) TABLBAVIFRNIIF ¥ T4T (CISA) BT & E. KEK
FFlX. DPRKIZKZDEEH D VA /N\—FHZREINIz0TS1EMATWS, Rahizad
SIFREEZTIL. DPRKO YA N—FEEMNFE o=V —ILEAU TS OEMERAN T H SN
TW5, COLIHREE(X. DPRKOBEH AT A /N—FHER VNI —IHEELEZEL. T
DIYAR—Iv—ZRIB T HIEZEAREICT %, CISAD VT TH AL, ThoDFEEH
HBEICH T 2REFERA L H SN TULVS: htps://www.us-cert.gov/northkorea.

SHIZCISA [T, FIZEBRBREICHAN—EX 2 TA B LV T5F ) T4 DIEE N
EEBREFRML. KYIWNWRIEBEFRIREIZT A-OICHMEZEEL. ERDEEL#EES
RETIH-OICENEEKRT D, LTIL CISADERA~ADILITHS,

EELAI7SDRE: https://www.cisa.gov/protecting-critical-infrastructure
B A /\—ZF L% https://www.cisa.gov/cyber-safety

E50&F A https://www.cisa.gov/detection-and-prevention

1E#;R A https://www.cisa.gov/information-sharing-and-awareness

CISA MD;RIZER: https://www.cisa.gov/insights

HA/N—ILIREDREIL: https://www.cisa.gov/combating-cyber-crime

B A /\—I vyt )L https://www.cisa.qgov/cyber-essentials

B k: https://www.us-cert.gov/ncas/tips

ERYA/\—EH/ AT L https://www.us-cert.gov/ncas
EEXETEIXTLBE: https://www.us-cert.gov/ics

EH. T R0 T . IfEBHEHEOERE: https://www.us-cert.gov/report

FBI PIN & FLASH $&E#E, FBIO RFEIEZRELN (PIN) (X, REEI2—DOBEMLGY AN
—EBICTOVWTOERERIL T ORIEHRTIRET 5, FBI EREH S AT L (FLASH) R
HFEIZIE. BFEDODRBEIZ—/N\—rF—ERTLHOHIZ. FBI DMK LI-FEREICEER
FRAEENTND, FNSIE HA/N—EX 1) T DEMARORTLEEEN Y /3—
LREOHHEMEEEHSTECHLTORLEZMITAITEIARE LR IRE ZEE TR T
BILEBERLTWS, DERNTOFREFHICSfTULV Y., BEEHREETHIESICIE. ¢
[ZFBI CYWATCHIZ:E#R T A&, DPRKEAED Y A4 /N—Z B PIN 45 FLASH $R&EZE(1Z2D0LN
TlX. cywatch@fbi.gov. |Z3E#HK T H &,
o FBI Y4 /N\—&RF9: https://www.fbi.gov/investigate/cyber
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o FBI KFEE(HEFELNETOS S L FBIO KFEEEMEFFIBLUE DR KRELDFE M
(X IEESNE-BNEOETEREZPTHEAL LX) T H—ERDERERE -#
B9 HZETHD, https://www.fbi.gov/contact-us/legal-attache-offices

KEYAN\—FEFHIILIITEBRLM. BRSO A/N\—5EIE. SR&REEHA
L. ANLEFHEITD, KEOZDN—F—IZ0T5BEH LY A/\—FENEAEEICT S
DPRK T ILIT 7% &8 .DPRK DEBEH DT A /N—FHZTEHKITERLTWS, KEHA
N—BFERIE. EEEOBAD DPRK DREFHIRLTAUITTORYNT—DESFEHT=5H
[CHESa M ZMEEL T, TILV 7 IEREEHMICARL TS, YA/ —tFa) T1%54 L
FTA5EODTILDITERIIRDYAVA—T HIOULTRDIFTHIEMTES:
@US_CYBERCOM and @CNMF_VirusAlert.

KEMBEARRER- T EZERMBE,

NEEEEEFE (OFAC’s) DAL SAVERE2—IL, DPRKIZELET HIFES . BEE
ZEe. KiffEasms. BB LU YA N—FEEHEREZSOHT. DPRKHEFELGSVICEEH LY
AN—FHICEATHHIRICOVTEELRHFERZIRM TS, OFAC (X512, DPRKHIEL. H
AN—BEERE. BLUOTOAILBEEIZTDVWTEKHEN DO DER] (FAQs) ~D[EIZE
% LT-, OFAC HIERHCEHFICEHT HIEM LB DL TIL. OFACHIESFRYMSA
252 FEEE 1-800-540-6322 AL EF A—ILOFAC Feedback@treasury.gov. [ZEHK®D
&,

o DPRK #il#k
o https://www.treasury.gov/resource-center/sanctions/Programs/pages/nkorea.aspx
o KKHEINSBERM - https://www.treasury.gov/resource-
center/fags/Sanctions/Pages/faq_other.aspx#nk
o BEHLIUTAN—FHHE
o https://www.treasury.gov/resource-center/sanctions/Programs/pages/cyber.aspx
o KLHEINDER] - https://www.treasury.gov/resource-
center/fags/Sanctions/Pages/fag_other.aspx#cyber
o TURILBEIZEHTALEEINBER - https://www.treasury.gov/resource-
center/fags/Sanctions/Pages/faq_compliance.aspx#vc fags

ERILFE#RTFvFT—2 (FINCEN) (I, ESER AT L
(https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2017-a008) M AL EAEIZ kS
FRICEALTHMEZHRERL TS, FInCEN [FE5I2, AEFHHREEFLTL OSBRI
HLT, HAN—LROTOAIILEEEEDLFEEFEZ N DEDISITHRET HMICELT
HATORERBETHEERMBME LR KL=,
o HAN—IL5E
o https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2016-a005
o TFEBTURILBERD
o https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2019-a003
o EVRRBFA—ILDAEREA
o https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2019-a005

11


https://gcc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.fbi.gov%2Fcontact-us%2Flegal-attache-offices&data=02%7C01%7COhJM%40state.gov%7C0f1f191553bf49a3bae108d7d71aaf9c%7C66cf50745afe48d1a691a12b2121f44b%7C0%7C0%7C637214381925885961&sdata=IgajJYgvVLIKtvVGy4ppzCWgYyA7t28L9DV5Gp8Wtxo%3D&reserved=0
mailto:OFAC_Feedback@treasury.gov
https://www.treasury.gov/resource-center/sanctions/Programs/pages/nkorea.aspx
https://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_other.aspx#nk
https://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_other.aspx#nk
https://www.treasury.gov/resource-center/sanctions/Programs/pages/cyber.aspx
https://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_other.aspx#cyber
https://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_other.aspx#cyber
https://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_compliance.aspx#vc_faqs
https://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_compliance.aspx#vc_faqs
https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2017-a008
https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2016-a005
https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2019-a003
https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2019-a005
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EHEHBEREERS (FFIEC) (X, SRHEENIRIVEFHEZELS M /N\—F2)T1~D
HEEIRREZHIETEDOEMTAEODH AN —EF 1) T4EBEEY—ILERREL-. BEY—
JUIZLLTZBE D Z & https://www.ffiec.gov/cyberassessmenttool.htm.
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BAEHE 1 DPRK YA N—BBICHETIEEEMAR/ N RILDREE

E:E 1718 HFHE RS (DPRK) EFAR/N\RILOHEE, DPRKICE T HEELRRE 1718
FIHEZER L. EFRN\RIVICKESATEY., ChoFMRIFLHE ST HEER R
HRERICEERARROoN-EEDERICEAL T, EEMBE. BET HEHEEKE. 5LV
HDUBEENCDNMBERDUINE. BE. S HTI1EITI. SOIT/ARILIE, 1718 ZERITHLT
FRE. RRREEOMAZIRETIILICEO T, FIEEREHET HHEICTOVTOESE
HITD. CNLDMEZEFUTESRDI L,
https://www.un.org/securitycouncil/sanctions/1718/panel_experts/reports.
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