BN EE T

AEBRM: 2020424 H 15 H
TR AR B E TR FE

SEBBIES B, HABSCAR AN B 22 A f DA S B SR 2 ) S A I R, AR Rt B AL, 4R
AR A 2 R A S A P R AR B R . A IE Rk A AL (RS Al R B3
NEIEAER, G e Frii (A e By, PR 1 e e (N e i . RS, B
PE—FI 7 S s O A B SR B BUR B IR, B 8 7RIS 17188 &
B () ESUNHRE

FH A 1) R T AN R A R 5 S BRD B R M BB, R ) S R P 4 A B R 1 e e A
TR MRS T R . 7R3 BRI A BE KB 1T, SRR SR AR TS Bl
CELFEAEINER) ALEWN, DU it LR (5 1k s A ol i o T o SR 731 3
HR A ) S A VR ER R V), EBBUMAE AR S TFEEIRSikE (HIDDEN COBRA) | .
BRI e AT RS 2 5 [5R ) S E R Sta  HE AL  B SR M A TS B . AR R A B R
eI E S, WEURHEALMEAE EAREEIR, 18 B EIRE - H a5 5m r
A i 7 T H B R AT ) B AT 2 TR il s v St

S BB i B R I P, LA Nt Y A o PO B RL M BB
BB HAT 2. BN, 7E20174E12, WU, ISk, ANPERE, BRSNS
WannaCry 2.0 kS BN I IR A BFAE, 0 B S 1075 S8 RS £ 2 AF AN I . 1 25
R A6 T 3R], 6 B M Mk faWannaCry 2,082 Sk ICHE, %0508 742017
S T SR S B

PR AL o . ARRAEREE A A RORRFEAS, SRFIB5 T, T8 BT b 0 A B
B,
e o B P I R A R Bl

FHEE R 2 AR A G EAT B A IR I S B AN S B AR B e, I an( AR . WU
FAERAHRATEIE EEAEEE . ES SRR NS, AT HEREE. e




RO RE AN B WS 20 2 I AR B TS 7, DA LGB SET AR BRI 2 W] (0 R BUR BB AT 8 . b
P B 2% 17 %V S T R LA e R R PN B DASC R iR ), 0 BRI Z . 9
SEFIBURT A (AR AT B3 AR IR BUSON 1) TSRO B0 43 (AN PR«

A B LR AIEEE WA 2 e 17187 B & B /N IN20199 HIHIR (2019 B F N
AR FRH, RSB AS R e, SR A A EE R A E)
A58 R 2 T A 1) T LR SR B T BT e R R U S R Bl . 2019 B 5 /INAH HH R 5 F
H, EREHNT, B R O R B E i 2w VA E I R . 201985
INEL AR PR R, A IE S A B v g e A B AT AN R BB R IR, #522019
RIS, WA R E A IS L A VA A S B R I 2 122018 3 o0 . SR A VR TE 202043 H $E
() — TR R ERRA B B 5/ NA I SR B 4 R B N — . ELEoRER, RIGRRATR IR b
AEAT B WA A AR R b, DB BEERBANBT B W G AT, R IR 25 T i
AR

AR EFTE) W AT B IR B =B B AT KRB RATE), HTPBREANR
A SRS AR, 2 BSOS, BRIURILE B P RIS AT )
H R BRI RS 1 4 EOR S HH AT, UAMER SR A & 54 WS B S 8
SRR AR AT B AT B A B =05 5 P OB L AR AR vl AR

JELFF 20194F HAUNE PR R Y, SN HIN Tngshas] M
Zak TS, ZRERE T R B AENIR 32 B AR A0 R UL SR PR B IR BT B . BB 5E
BT R, HURa s R R E R BRI i E (Lo R E A
R BT B, AR TRERMEY ] O SHARIAAARE IR &, ARE-FR e
JE R

T8 LEIE B T R Y A T BOAE O, (RIS R R, 1 LS AR T B AR
A RERRBRAE IR SR 2R, AR ARIE20194F HA/ N IR, BV IR AE R
e o i A e B B8 2 i 3 e e R

5k BUBUR 4~ B Bt T A s fek PO AR B OB AT Bl

SRR — P S35 5C B R AR UM AT B AR, DA K SRR N SR ] S B R R AT o 1) 4t
LURE BUCE 5 AT AL PE A BRI A S B . 1€ Rk, SCBIBUR SR L T 1
[ S AL M TS0 3= 08 PRI AR B AT Bl A Rk«

o FEFHFE 2014F11H, FARFBUR L RIAEEAT B W BE R e A IR 8%
(Sony Pictures Entertainment—SPE) & A5 K%, LIskiR20144F M ER (Gl
R o HARFAERAT BN RN R B RO RS B DU R U B, B R e

wAEEE M B T, WS T B E.

o FEBEFEREAR BB EHRSE (2014F12H19H)

https://www.fbi.gov/news/pressrel/press-releases/update-on-sony-investigation



https://www.fbi.gov/news/pressrel/press-releases/update-on-sony-investigation

o SR E] VAR B A B SRR RE T B I RREA (20184E9H6H)
https://www.justice.qgov/opa/pr/north-korean-regime-backed-programmer-
charged-conspiracy-conduct-multiple-cyber-attacks-and

HIHEGERITIEZIF 20165E2 1, FMEFERUR 308 RO AR B AT Bl ol [ e 3 TR ek B
TS E (SWIFT) A ERREIRIES 58 2R e R s i /010
B3I, VAR Fonh B SRAT i 2E 181004536 0. MRIBIIY, SHRFAIRITH)
HAEIE I AT B T S R §Y R T BRI 1 A2 R AT I A A i
%, NPT ERAT BLSWIFT AR B I8 52 1) TR PG A i o SN AR 04T 81 o B A% 50
PG MISWIFTRRRE BN, FR LAY s SRAT R B et e s B SR AT (R I
it g e = S ) 2 s RO R =

o KB FEELRE I EORE SRR B RIS AFAS (20184F9H6H)
https://www.justice.gov/opa/pr/north-korean-regime-backed-programmer-
charged-conspiracy-conduct-multiple-cyber-attacks-and

WannaCry 2.0 SASFEUR A8 AR AT B B 9% 1 9 48 £sWannaCry 2.0 ) &R ik
DL N e R R R R I R A . 20174E5 ), WannaCry 2,04 2% i &
T 1502 Ml B bl B B . SRS RFEMFKEH BT E G EM. WannaCry
2.08h 2R B 7 SRR T IS I OB AT N, W SO AN B AT Bl B R DA LR RS B
TR AT 4. SR BIBU e R — 4 sAE R ISR P 2 281 T WannaCry 2.0(1)
PEERIEE), N6 2 BT R JE R AR BUE A IR SRAT B B S, LAk,
TR T A AR AR .

o MR AR (CISA) HIBMHT R BiWannaCry 22 Bk B4 AR (1)
B (2017454 12H) https://www.us-cert.gov/ncas/alerts/ TA17-132A

o HEWEEAME N FWannaCry B Z KBS 2R IR E (2017412 H19HD)
https://www.whitehouse.gov/briefings-statements/press-briefing-on-the-
attribution-of-the-wannacry-malware-attack-to-north-korea-121917/

o SR E] LGS B BAE EOE SRR T BN S ERES (201859 H6H)
https://www.justice.gov/opa/pr/north-korean-regime-backed-programmer-
charged-conspiracy-conduct-multiple-cyber-attacks-and

o FBI B E ) T 2 IRAERIEE (201849 H 6 HD
https://home.treasury.gov/news/press-releases/sm473

HEE{TE) (FASTCash) H20164 K LASK, FAMEEUM E M MAERATEIE IRA T

—FERE A (D] M EEIEEH (ATM) FTI&IRBUREEFE, FCan AR 1)
HEIE S (ATM) SEERET- #3570, DRERPE R R BT SR AT v 11 S A< B ) JE
FIRARAS 2%, DL BIREE MR, 7E20174F () —a b, SRERERATENE R0l
[ FRF 1 30 25 1181 [30 Z% /3 15 1) L AR BB (ATMD RV 4. 7E20184E 1) 1 — i
Ph, SRR AT B Fo i R R A 23 AN ] R 5% 1) E A B (ATMD AR R
Bild. H20164EK LR, SAEBUMN EFEXABATEIE SR 7 — R4 [ Peg]

WOHRFEME BB B (ATM) BRE4REGGT S, FEam AT IEM i B Bl 2 5%


https://www.justice.gov/opa/pr/north-korean-regime-backed-programmer-charged-conspiracy-conduct-multiple-cyber-attacks-and
https://www.justice.gov/opa/pr/north-korean-regime-backed-programmer-charged-conspiracy-conduct-multiple-cyber-attacks-and
https://www.justice.gov/opa/pr/north-korean-regime-backed-programmer-charged-conspiracy-conduct-multiple-cyber-attacks-and
https://www.justice.gov/opa/pr/north-korean-regime-backed-programmer-charged-conspiracy-conduct-multiple-cyber-attacks-and
https://www.us-cert.gov/ncas/alerts/TA17-132A
https://www.whitehouse.gov/briefings-statements/press-briefing-on-the-attribution-of-the-wannacry-malware-attack-to-north-korea-121917/
https://www.whitehouse.gov/briefings-statements/press-briefing-on-the-attribution-of-the-wannacry-malware-attack-to-north-korea-121917/
https://www.justice.gov/opa/pr/north-korean-regime-backed-programmer-charged-conspiracy-conduct-multiple-cyber-attacks-and
https://www.justice.gov/opa/pr/north-korean-regime-backed-programmer-charged-conspiracy-conduct-multiple-cyber-attacks-and
https://home.treasury.gov/news/press-releases/sm473

(ATM) REHUML T #3670, TRESP2 T TS AR A BRAT o (0 SAS Bl e P Al 25 %
PMRIEIGFEERS 5 o AE20174E i FHAf b, SR AT B3 RE ST R RF 1302

B B A HE (ATM) $RHUR & . 7E20184F ) o — i F i rp, sk

1T EhE RN RES R L 23 AN R B X 1) B B SBE (ATMD PRI &

o AR FELMERR 24 R (CISA) B RERITENK 45 (20184E10H2H)
https://www.us-cert.gov/ncas/alerts/TA18-275A

o HIRRI MR (CISA) KIEZ sy, BEa N E =
RS BT 3ERES (2018410 H2H) https://www.us-cert.gov/ncas/analysis-
reports/AR18-275A

HFEBLGHEE 05 B AR — R SCRE () 5 s R T ROA (R R A
201844, BHBFBUMN LA AT EIE AN — S &L 55T, g TE
HIE2 5B eI & ¥ . FFaAE — DA T Wi iE I H ok 5 E B B R
Gy B AT VEEE, DM E G SRR, M iE B S A . TR,
H WA RBER AR AR 4018 Lo & A P 8%, A fee s il O R 2 R lie 1)
THI9100 3£ 0, WAL S —HX L TSR NZ R 79508 %70, 20204F3
H, LBV BGER R RRIE W AE N 52 21 49 B ) 3R S 0 R, R Rk & A
Wi\ 26 B CA S AR it SR IR R, 113G A A B R O P K T VR WAL

o EBIIBGEREE AT IR (Lazarus Group) FRIINE5 & Mk 88 M8 A il 3
(20203 H2H) https://home.treasury.gov/news/press-releases/sm924
o FBEVEIRE N A H B[ 4G Rk H A8 B BT s & W ss e s, LK
RERIGRFZ (20204E3H2H) https://www.justice.gov/opa/pr/two-chinese-
nationals-charged-laundering-over-100-million-cryptocurrency-exchange-hack

JE S R e AR B B O

AL S 3 A B A P A e ) S i, A L ERE I B e IR (BRI Bk i 2t &)
B, BAMSR AN B S BBOF . A R B BAME A SRECCL N ra A 1, A0
O, FREE S R A i A -

RN AR B R, & E RN EIEE T R SRR B R E N 8
FEANARAE, SR DR i A JOAAL 2 BT T 3 B 10 i il 10 SR PR 40 ' it T
P PRI AT L o i it o

S ZRR AR R E BB FIRER N MR, SHAp, 2
R AR AR I BB I R AN B D R e A o B [ U AL 22 3 Y e 22 AT
FRia. MLBE 2015 4F (AYRK ARt Eik)  (EEEH 6 U.S.C. 88 1501
15100 FUHLE, FEHSHR 8 T DL BB RN o B 0 e = B 3 By MR 65
(HIDDEN COBRA) A B 1148 4% J8 2 6 A2 AN 5 224 e


https://www.us-cert.gov/ncas/alerts/TA18-275A
https://www.us-cert.gov/ncas/analysis-reports/AR18-275A
https://www.us-cert.gov/ncas/analysis-reports/AR18-275A
https://home.treasury.gov/news/press-releases/sm924
https://www.justice.gov/opa/pr/two-chinese-nationals-charged-laundering-over-100-million-cryptocurrency-exchange-hack
https://www.justice.gov/opa/pr/two-chinese-nationals-charged-laundering-over-100-million-cryptocurrency-exchange-hack

o WHEAERAERMZETRMRE. RIGER (RIFEINTE AT At LAg5e
M Al RS BRI R PR R SR RO B 22 4x, EHAT ). R,
BRI R AR, ESRBUR AL 15 BRA B S R N i A A B . 8P E
A RE LS (E AN RS IR BUG A AT B E S B Bl o BRI LR
M PSSR R R e AR s AT AT T 30 A o TR SRS ) R
s E it AL A A AT B R DA R A A I
S B R U P P AR B 22 4 RE 10 BR3P AR T S 880 BRSP4 B 22 4
HE 20 2% B S5 A B i ) S ARG 2 A TR R AL AR . NP, #ik e
AHEBER Nt 2247 (CISA) $2ft 1 BHZ MR, AR EI B oA & S s o i
o, DU AR I 0 S ) L0 D T 2 S A TR B B

o CBAIBEMER . I RILIAHEI RS B O R A B X S ) S A RS B
Wiz, R EERE SRR EIR T I EAE AT DU P A R,
HAE S SRRy, 18 AT LA INIE ol (1A 4 5 3 O &

SR BUATE AR IEE 1 AL R AT B S RE O RAE BT B e B T BN . S
LA e R AR 2 T TN AR P SRR (1) < R B 368 [ 952 56 B I A P A Bl g
SEAR B ) A R SR SRAE R S JEAT S, 110 A AR s U3 3 WA 38 5 B
PRI RR SR BSE IR e 1) iy 4%, WUl i OB e A IEAT S F,  JF Himis B 55 [
IR HR &R PSSR U A B 2

o fMEEKRIEEE (AML) /ITERMGEBBE (CFT)) / kESHEEHEZ

(CPF) o & BB A Rt 00T B e B/ 4T B2 2 8/ s e s 0 Ak i 8 7 T
(4 RAT BN B TARAHL (FATF) AZYE, 33 G035 R AR G Rl BERS F0 HoAth A7 ) e
HE A AT B 31 T A A AR HE DL R & AT B 731 T A 2 B B e R BRI
R B S Tt . RIS, SRMTENEER T/EARIE AR T B SR R, AR R
% G Bt 2R R I AE SR AR B, UM 3 R R A S i B 1 A
brte JEELFE R AT S MRS AN LA [ B 5 v e SRR M 1 SE S R AN RS
5y, BFEEHEE AT SRR AR AT H NS . MR AR el H R
2270 SRIRFEIAT I 40 56 33 By, & H (B P LA - N AR AT M B 43 S i
. FAFRIRNEE, WAL EERAT IR 2k B 1R

UEAh, 20194 6 A, &RATENR I AR B 7ARYE, BRI B AR
TR AL T AE N IR B s SR A R AT B AN R, M R S B
WAL oy R JE B o BT R SR O T I RZ T 2 P S SR S R R, Ay
AP SE 05 T B R e et . Bl 1 il A A PR o . SR AL
TE SR AL B A4 SO AR 5 IR DO RE T SRAT A 7 i . mBid B o LA S & 5

R EERTT 6.

VEATE B i I a5 2 X b 4 45  https://www.fatf-gafi.org/publications/high-risk-and-other-
monitored-jurisdictions/documents/call-for-action-february-2020.html



https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/call-for-action-february-2020.html
https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/call-for-action-february-2020.html

F L AE, CLFETESE B A B o Hi [ B e SE S IR AL A BIA MR 3  E
FREs AR . DA A A B SERMEN, BRI GRATIRE VL) Esp
B (BEER 31 CFR 55 10 5 HH 38 B A BG4 BJU FE L4 % FinCEN
Hi) o BALRENE, BUesmBaRh e MEEa R0 R yesEst &, ELE
H)G HE b AR B b B W % ZE A A (R BB Bh R - TEED, DA
AN RS FTEERZ 5, TEIA] FINCEN 45 (T Se S B h s ia s & &
(P4 % A EAR R R AT I R B R A 5

BIEfE & 1 BRI I SR A g, SR B I RS B A A, IEilA AT, B
SUEMENE . AR AR E S AR, DASE e i e A e 8. 2% T BHLE
S S B A i T BORE HU 5% 0 G B G I ) R R AR B B, SE B SR R e A BN SR 4
EEEAGE: B PALESE =B e S B A3, 30 DAART & Y BRI 10 7 2UBRIZ A7 1 A B 110 sl i
BRI LR o B B2 B 201 74F (1) — JHVR AR EOR T ik B B4 20194212 H 22 H 2 iy
TE IR AE B SNBSS B B, 48 A REIT TARE . SR B 5+ B 53 M B BSOS AL 2
AP TR A BEER. SR ESRANES AR R R, A2 B EIEESS T LR B O
A it ] OB

PR ER AT AT A HIAR R

TR SR WIS B AN BV B, AL IR BN B SRl s 7 N AI B e, IR B S AL
] AT A VAR R

KRB B ANR B E S H A= (OFAC) A HESHMEATIE E B AT LN A Al AT 2 1 N
il e«

o ARRACTRBUN BRI 55 BB BH i 1 i B AR it 22 4 (0 B A 85

o {EALERMIEASS (T) 1T3¥LAE;

o EEICLEHA R AR AR A0S T, BE

o feHZ /D THE KRG TR 1 sa b I O AR TR . IR BT .

BEA, SRS B8 A A A B G [ [ 5 W e, e 2 — AP B < R £ 0 15 (R 15 0 R I
177 BBl TR E R HE 5, sERIE RIS AT 1 En ) 1 EACRAR I S
(B8 P A7 S i 2 BORR 4 B L 5 B PRV B 1 55 13382 94T LA 2 (ORI B i A 4 i %
HAZFFE) PR AN ERAZ 5y, &b 7 HARRTREAIBR B, SZHERS vl 8 2 25 75 SC B4k
FEE SRR P 8RR 5 BB

5 B SUA ISR A BB 5 2 A e 2 5 36 W) SR S LA e B AT R AT, A% (A )
BHITIER) (BTN C.F.R. 31501 &6y, bk A) PidATfisiipE. Ex (b
BAEH)  (BFRVERL C.F.R. 31 501 #7p) f RI RETH BR RS 8K, BOREAEE H ik e
Bz i ) K A B 8 52 5 1B R P A3



2019 FE B /N TR IR A FE Y, ARE A P AN A [ P AR B T B SRAT AN B R W RS S
FRE &) R e iE IS Bl H g 2 IRGE, RIS B B E 1718 SRIREEPUTH 5 8
(d) B BiG B 2094 SRR aRsAT 30 56 8 FI5E 11 By DL KIA B 223 & 2270 9%
PEEIAT I 56 32 Bt BLEAMEA B I & B e g vRaRIE IR AR, DA
W& BB i A B S . B, A B e 1718 & B @ v B B A B e pR T e
TEAT EW AL 5 bkt it 3 PO AT A {18 N B85 B it S P PP )l (R A ias, 2R b
AT o

S 08 ) 3 0 S AR e 3 F Bk AT AR RS, Bl (SRR B 2 AP HE 1)
(EBL# 50 U.S.C. 88 1701 K& LLAR) o #iid s SRR i A I s s /27 20 SR HI4ETH],
B 100 25 UM i T ARIRN S I STk (DUl A v ), iR 2 B AR RS 5 10 Bl
HE4. AVEERENFEEFERIER GRITHREL) (BSA) (EFHEM 31 US.C. 88
5318 1 5322) AT %o o ER G AR ORFFA UH Je B8R 5T #100 ) FinCEN 258 Bt 44
W, PARHAD TSR, ik GERATOREEY M AAS I RS = 5 FEMIREM, s 25 B3E T
FIET AR, M0 AT RER I IE AT 28 BRIV . 7RI IR, FVE SRR hHE [ 8 s ik
FL 2w A HAD B B AT R R . RSB BB A, o ERE R, DR R
THIH A AR

MR 3 5 8 31 U.S.C. § 5318(k) I, 2 BABGHES = Bl A A3 v DU AR 36 B 5
AIELSRATIR S (AP G RbkRE, DU GRS AR EC ek WS B BU R 8]
VR 7] 52 B 4 RS 3 HE BT DI 00, T AR A B AR S RA I S, T RE S B S A A
WAZAAE 10l TAE H N& IR AR SRATER MR . BRI, EEEMEE e 2aEHR
HEES .

B 1 S ) ] R BE
ARG B AR B e A A i 2 DB AT ARA IR B BN, R L SO AT AT E), 18I

S [ A% o B A S H AT E PR AL A A, AT REfE IR B A S s 500 H3E TR E . B
BT Z 24, B 55 www.rewardsforjustice.net.



file:///C:/Users/AGB/Desktop/Works/SD/4-27-20%20review/www.rewardsforjustice.net

BiHAE—: S BRI M S A e A8 it B 1) A SRS AN B UR

KBBEFERFDEERAZRZBERAEELRBE TG 201947, KBHRATAL
HRRE S S MRS A 7 BRI B, R R AR RS B, NG OREE 1A TR IR
HPRBCEE N RE /) . RHEF AR AER AR ES e 11 S R BE RS R OISO o P R4 ER L FR T B AL S
FREE A ER A R DU I LB 2o E &, B4 B A F i B R AT #E HUK 498100
BTG, A LAZE DL F 430k B3R 2 https://www.dni.gov/filessfODNI/documents/2019-ATA-
SFR---SSCl.pdf,

FRZEMERRBEEZER (CISA) Bifi#ke . SFEIBUM A1) S S48 E B A&
[EREIRGuE] o [RREIRSUE] 4R A0 T 6 SRR AT B T S i T AR
TR ARTAN 6T o 33 S Ao 48 4% 7 0 R 20 a1 I ik A R R A R B I R . AR
A AR R 22 4 JR) AR 0 B A BB SR R L I BORT I B hittps://www. us-
cert.gov/northkorea.

WAL, A 2 A RN AR At 2 2 A R A I SR AL 17 B2 I AR 6 2 A R i i 22 4
AR ECER, I 5 1 dE ek DA B A 0 SR e B, SORE LA R DA DR w3 R ) o] S
REo DA A2 4% 22 A R R R R it 22 4 Sy W Ut P iz «

R R B s L IR B . https://www.cisa.gov/protecting-critical-infrastructure
224 https://www.cisa.gov/cyber-safety

SEFITERG . https://www.cisa.gov/detection-and-prevention

B E:  https://www.cisa.gov/information-sharing-and-awareness

AR % 22 A AN LR it 2 4= JR R FE AU . hittps://www.cisa.gov/insights
ITEAIRILTE: https://www.cisa.gov/combating-cyber-crime

%4 0EE:  https://www.cisa.gov/cyber-essentials

74 https://www.us-cert.gov/ncas/tips

B K 4908 = R &% https://www.us-cert.gov/ncas

TR REE S https://www.us-cert.gov/ics

WEFE . AR A . BB AN https://www.us-cert.gov/report

KREBAATRPIRANTEBNMERBE . B HE RS E®EN (PIN) 7
PEECHT AN, T3 om AL 2 5 P BV AR A K B R . SE IS R SR () A R R A
(FLASH) #RE B SEBOTHE RWEMNEZEN, e s a/EBtds. &
195 75 22 PR AL AT DU TS R, DU BhAR S 22 & B 3E N BRI R 408 B B B S0 4R %
SRR EAT Ay RSB AEN AT 0] SeiE Bl ARG, &5 2R
AL RIICYWATCH. AR 15 BLRH AT B 48 2 B FA 8 AT 3618 1 B A% ek R BTk
£, FEE ¥ cywatch@fbi.gov.
o I SAAMER: https://www.fbi.gov/investigate/cyber
o WIHHAE RVAER BETE: BHHE RAE B B O T8 2 /S 57 3
PRFR B 3= B A A 22 4 IR SR P B, . https://www.fhi.gov/contact-us/legal-
attache-offices



https://www.dni.gov/files/ODNI/documents/2019-ATA-SFR---SSCI.pdf
https://www.dni.gov/files/ODNI/documents/2019-ATA-SFR---SSCI.pdf
https://www.us-cert.gov/northkorea
https://www.us-cert.gov/northkorea
https://www.cisa.gov/protecting-critical-infrastructure
https://www.cisa.gov/cyber-safety
https://www.cisa.gov/detection-and-prevention
https://www.cisa.gov/information-sharing-and-awareness
https://www.cisa.gov/insights
https://www.cisa.gov/combating-cyber-crime
https://www.cisa.gov/cyber-essentials
https://www.us-cert.gov/ncas/tips
https://www.us-cert.gov/ncas
https://www.us-cert.gov/ics
https://www.us-cert.gov/report
about:blank
https://www.fbi.gov/investigate/cyber
https://www.fbi.gov/contact-us/legal-attache-offices
https://www.fbi.gov/contact-us/legal-attache-offices

FBAGRE T S EERRB G INEAT . 55 B[ 77 50 1 AR % 8 IR vk 5 PR (1) S A R
By, LA FE bR 4 B T R, AT R R B R RS, DU AT AR S B K
AR B R AR BN B SRS . SRR F e e M SRR, AT
AIBUR IR, DUARRE L I Bt AN M B e sz RS AR vk vE Bl 3. ] DATE LR HERT
(Twitter) M5 3R BSOS 22 & 1 KB E . @US_CYBERCOM Al
@CNMF_VirusAlert.

% BB #ER E AA JE AR B R

BT A HIHRA % (OFAC) A & s rh ORIt 1 K 8 B R e ) 8 R0 6 380 8 S AR R 0T
FIRHIE AR, SRR S . ARV AT B A RN B R AR A AR i A B R
HNEE EE RS A IR AT T B R R B A R P R B W I LR
REMRE . WIS AR B e 458 il e 2 = 1 2 A 0 e B AT AT Y RE B 5 i, 55 2 7R 1-800-
540-6322 8 41 B & E $ il A A AR S, B T EME R
OFAC_Feedback@treasury.gov

o MR
o https://www.treasury.gov/resource-center/sanctions/Programs/pages/nkorea.aspx
o i F.IEREM - https://www.treasury.gov/resource-
center/fags/Sanctions/Pages/fag_other.aspx#nk
o HERAIRSIHENHIE
https://www.treasury.gov/resource-center/sanctions/Programs/pages/cyber.aspx
R RERZS - https://www.treasury.gov/resource-
center/fags/Sanctions/Pages/fag_other.aspx#cyber
B8] T ek kR S ) LTS RE RS - hittps://www.treasury.gov/resource-
center/fags/Sanctions/Pages/fag_compliance.aspx#vc_fags

SERHITFEHEAT (FINCEN) O35 A7 BH wA A F [ B 4 ik e A g 5
Chttps://www.fincen.gov/resources/advisories/fincen-advisory-fin-2017-a008) . FinCENIZ [A]
FRYE T B TE BRI e RS A T RS RIE S, A TR DL A e R A B AU R AN/
BB B WAH B R SRR DR A T HR IR
o MEKICGE
o https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2016-a005
o AREEBUITFEIIEE)
o https://lwww.fincen.gov/resources/advisories/fincen-advisory-fin-2019-a003
o EEEHETEFMER
o https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2019-a005
o https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2016-a003

@)
©)

o

BEemgRgmaEZ A ® (FFIEC) B3 /A2 2t TH, DUE Bhe R s L
JR R 10 T FLAR I 2 A VEA S Ul o RPAL LR AT DAZE DA Sk 2

https://www.ffiec.gov/cyberassessmenttool.htm.



about:blank
https://www.treasury.gov/resource-center/sanctions/Programs/pages/nkorea.aspx
https://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_other.aspx%23nk
https://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_other.aspx%23nk
https://www.treasury.gov/resource-center/sanctions/Programs/pages/cyber.aspx
https://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_other.aspx%23cyber
https://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_other.aspx%23cyber
https://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_compliance.aspx%23vc_faqs
https://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_compliance.aspx%23vc_faqs
https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2017-a008
https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2016-a005
https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2019-a003
https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2019-a005
https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2016-a003
https://www.ffiec.gov/cyberassessmenttool.htm

B - 5 T /0 A T S R A B B IR

BiABR1718HIBREBR T (Fif) BER/MERE . BE B g 1718w # % B 15 2
—E B F NI RE, sZE /AN TUEE. BEMONT) WA Ble B, BiA BA RS
At 25 5 AT T B 22 2L S S R A R A PRI S e B A RE /AR ] 1718
Za oAt R AR S AR AR, ST SEE IR AT R . 1Bk E I DIERL R
(18324 B https://www.un.org/securitycouncil/sanctions/1718/panel_experts/reports.



https://www.un.org/securitycouncil/sanctions/1718/panel_experts/reports

