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Instructions on obtaining the latest Treasury.gov Certificate

e Browser (Chrome — version 60 and up):
O Open up Chrome Web Browser and navigate to https://www.treasury.gov/about/role-of-
treasury/Pages/default.aspx

@ Duties & Functions of th- X

C | & Secure | hitpsy//www.treasury.gov/about/role-of-treasury/

BE An official website of the United States Government Skip Navi

U.S. DEPARTMENT OF THE TREASURY

SECRETARY MNUCHIN ABOUT TREASURY POLICY ISSUES DATA SERVICES

Role of Treasury
Orders and Directives

The Secretary

Organizational Structure

Budget, Planning and

Performance Duties & Functions of the U.S. Department of the Treasury

Education Mission
Maintain a strong economy and create economic and job opportunities by proi

O Next to the URL bar, click the Green Padlock with ‘Secure.” A dropdown menu is displayed.
-@ Duties & Functions of th % .

» @ Secure | https://www.trez

BE An official website of the Unite

0 Select Certificate. A certificate window is displayed

'@ Duties & Functions of th: X

C | & Secure  https://www.treasury.gov/about/role-of-treasury/Pages/default.aspx

. ) X
BE 4 sccure connection

Your information (for example, passwords or credit

card numbers) is private when it is sent to this site,

Learn more DF THE TREASUR

@ Location

Blocked by your administrator

POLICY ISSUES

Notifications

Blocked by your administrator

* Flash
Setting controlled by your administrator “t
[Z Popups
Allowed by your administrator Pbout » Role of Treasury

5 & Functions of the U.S. Depai

B Certificate (Valid) *

1 A ST ACONGMY and CReATe BCnrImi

Cookies (15 in use) [ Show certificate (issued by Symantec Class 3 Secure Server CA - G4) h
hen national security by combating threa

Site settings i system, and manage the U.S. Governmi
ely.

Treacnn'a mizzinn hinhlinhtz ite rola ac tha atoward


https://www.treasury.gov/about/role-of-treasury/Pages/default.aspx
https://www.treasury.gov/about/role-of-treasury/Pages/default.aspx

0 Select the Details tab.

General Detalls  Certification Path

a te Information

This certificate is intended for the following purpose(s):
# Ersures the identity of & remote computer
* Proves your identity to a remote computer
= 2,16.840.1.114412. 1.1
*2.23.140.1.2.2

0 Within this window, you can obtain all public information on the certificate, including serial number,
thumbprint, and any other attributes required.

=) version vE

[5 serial number 0d746ec356afa776c6d09997F, .
BSignamre algorithm sha25aRSA

DSignamre hash algorithm sha25a

Dlssuer DigiCert SHAZ2 Secure Server ...

D'u'alid from Thursday, May 10, 2018 20:0...
D'u'alid to Monday, June 10, 2019 03:00...
I'_']'::I hiert wiana treseiry ame Nenartme e

0d746ec356af8776c6d09997 1 3chbbblE

Key |Jsage Digital Signature, Key Endpher...
=] Thumbprint ec7 54 743a 2f 7a5ba48e 1649e9...

ec/bdf743a2f765badlelb 4951268083269 a0

0 To export the certificate, Select Copy To File.

{ ] Certificate x i

General Detals  Certification Path f
Show: | <All= ~
Field Value G
Version V3
DSeriaI number 0d746ec356afa776c0d09997f ...
Dsignamre algorithm sha256RSA
Dsignamre hash algorithm sha256

Dlssuer
D\falid from
[=]valid to
[=lauhiart

DigiCert SHA2 Secure Server ..,
Thursday, May 10, 2018 20:0...
Monday, June 10, 2019 08:00...

wanwtrezenry anv Nenartme

V3

Edit Prope| Copy to File...

0 A certificate export wizard window is displayed. Click Next.



“ L¥ Certificate Export Wizard

Welcome to the Certificate Export Wizard
This wizard helps you copy certificates, certificate trust ists and certificate revacation

lists from a certificate store to your disk.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

[ |
0 Select Base-64 encoded X.509 (.CER) and Select Next

Export File Format
Certificates can be exported in & variety of file formats,

Select the format you want to use:

(O) DER. encoded binary X.509 (.CER)

(®) Base-64 encoded X509 {.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
Indude all certificates in the certification path if possible

Personal Infarmation Exchange - PKCS #12 ((PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy

Microzoft Serialized Certificate Store ((55T)

[ e |

O Select Browser...

kal
o

File to Export
Specify the name of the file you want to export

File name:

[l i| Browse...




0 Typein afile name (e.g. www.treasury.gov) and Select Save

File name: v
Save as type: |Basefd Encoded X.509 (*.cer) ~
:Folders sve | Cancel

0 Select Next

File to Export
Specify the name of the file you want to export

File name:

E:\Users\UserName\Downloadswww. treasury.gov.cer | | Browse... |

0 Select Finish

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

Indude all certificates in the certification path No
File Format Base64 Encoded X.509 (*.cer)

The export was successful,

0 The certificate will now be exported as a .cer file and can be renamed to .crt and/or imported into
applications.

¥ » ThisPC » Downloads

+ N Mame
!

5 www.treasury.gov.cer


http://www.treasury.gov/

e Browser (Internet Explorer):

O Open up Chrome Web Browser and navigate to https://www.treasury.gov/about/role-of-
treasury/Pages/default.aspx

,/-_-‘\. e
(<= I|"\:f>:|‘-@ https://wnw.treasury.gov/about/role-of-trez O v @ & || ) Duties & Functions of the .. | |

EE An official website of the United States Government Skip Naviga

U.S. DEPARTMENT OF THE TREASURY

SECRETARY MNUCHIN ABOUT TREASURY POLICY ISSUES

O Next to the URL bar, click the Padlock icon. A dropdown window is displayed.

MG Bt v breamury g s @ ¢ || € putios & Functions ol the .

B An official website of the United Stotes Government Skiip Naviga

[B¥} U.S. DEPARTMENT OF THE TREASURY

SECRETARY MNUCHIN ABOUT TREASURY POLICY ISSUES

0 Select View Certificate. A certificate window is displayed

-

: |g https://www.treasury.gov/about/role-of -trez O ~ @

B = ) -
= An Website Identification

VeniSign has identified this site as

www treasury.gov ]:| O

This connection to the server is encrypted.

Should I trust this site?

JRY
» View certificates

Role of Treasury



https://www.treasury.gov/about/role-of-treasury/Pages/default.aspx
https://www.treasury.gov/about/role-of-treasury/Pages/default.aspx

0 Select the Details tab.

General Detalls  Certification Path

ﬁ te Information

This certificate is intended for the following purpose(s):
# Ersures the identity of & remote computer
* Proves your identity to a remote computer
= 2,16.840.1.114412. 1.1
*2.23.140.1.2.2

0 Within this window, you can obtain all public information on the certificate, including serial number,
thumbprint, and any other attributes required.

[:=] Version
ﬁ Serial number
BSignamre algorithm
DSignamre hash algorithm
Dlssuer

V3
0d746ec3seafd 7 roosd0a997f...
sha2S6RSA

sha25e

DigiCert SHAZ2 Secure Server ...

D'u'alid from Thursday, May 10, 2018 20:0...
D'u'alid to Monday, June 10, 2019 03:00...
I'_']'::I hiert wiana treseiry ame Nenartme e

0d746ec356af8776c6d09997 1 3chbbblE

0 To export the certificate, Select Copy To File.

V3

Edit Prope| Copy to File...

{ ] Certificate x i
General Detals  Certification Path f
Show: | <All= ~
Field Value G
Version V3
DSeriaI number 0d746ec356afa776c0d09997f ...
Dsignamre algorithm sha256RSA
DSignamre hash algarithm sha256
Dlssuer DigiCert SHAZ Secure Server ...
D\falid from Thursday, May 10, 2018 20:0...
D\falid to Monday, June 10, 2019 08:00...
[=l 2 hiart wian treasiry ane_Nenartme

0 A certificate export wizard window is displayed. Click Next.



“ L¥ Certificate Export Wizard

Welcome to the Certificate Export Wizard
This wizard helps you copy certificates, certificate trust ists and certificate revacation

lists from a certificate store to your disk.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

[ |
0 Select Base-64 encoded X.509 (.CER) and Select Next

Export File Format
Certificates can be exported in & variety of file formats,

Select the format you want to use:

(O) DER. encoded binary X.509 (.CER)

(®) Base-64 encoded X509 {.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
Indude all certificates in the certification path if possible

Personal Infarmation Exchange - PKCS #12 ((PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy

Microzoft Serialized Certificate Store ((55T)

[ e |

O Select Browse...

kal
o

File to Export
Specify the name of the file you want to export

File name:

[l i| Browse...




0 Typein afile name (e.g. www.treasury.gov) and Select Save

File name: v
Save as type: |Basefd Encoded X.509 (*.cer) ~
:Folders sve | Cancel

0 Select Next

File to Export
Specify the name of the file you want to export

File name:

E:\Users\UserName\Downloadswww. treasury.gov.cer | | Browse... |

0 Select Finish

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

Indude all certificates in the certification path No
File Format Base64 Encoded X.509 (*.cer)

The export was successful,

0 The certificate will now be exported as a .cer file and can be renamed to .crt and can be imported into
applications.

¥ » ThisPC » Downloads

+ N Mame
!

5 www.treasury.gov.cer


http://www.treasury.gov/

o Browser (Firefox — 57 or later):
O Open up Chrome Web Browser and navigate to https://www.treasury.gov/about/role-of-

treasury/Pages/default.aspx
J @ Duties & Functions of the U5, X | +

&« c @ @ 7 @ https://www.treasury.gov/about/role-of-treasury/Pages/default.aspx

BE An official website of the United States Government Skip Navig:

U.S. DEPARTMENT OF THE TREASURY

SECRETARY MNUCHIN ABOUT TREASURY POLICY ISSUES DATA

O Next to the URL bar, click the Green Padlock with ‘Secure.” A dropdown window is displayed.
ions of the U.S. | X ‘ +

* s https:/fwww.treasury.gov/a

website of the United States Government

0 Select the arrow button. An additional window is displayed
2 Maore ~ ashlssue

X

@' @ htt ps://www.treasury.gov/about/role-of-treasury/Pac

he U
eU & www.treasury.gov * -

Secure Connection

. Permissions

You have not granted this site any special
permissions.

ABOUT TREASURY POLICY ISSUES

0 Select More Information. A certificate window is displayed
2 Maore - lashissue 4

x

@ @ htt ps/fwww. treasury.gov/about/role-of-treasury/Pac

hel £ Site Security

& www.treasury.gov

Secure Connection

Verified by: DigiCert Inc

» Mare Infarmation



https://www.treasury.gov/about/role-of-treasury/Pages/default.aspx
https://www.treasury.gov/about/role-of-treasury/Pages/default.aspx

0 Select View Certificate. A certificate window is displayed.

= v
_{B. EH + @
General Media  Permissions
Website |dentity
Website: www.treasury.gov —]
Owner: This website does not supply ownership information.
Verified by:  DigiCert Inc
Expires on: Monday, June 10, 2019 ury
» View Certificate
. . 5
Privacy & History oad,
Have | visited this website prior to today? Yes, once grity
. . L . . ces
Is this website storing information (cookies) on my Yes i@l
computer?
Have | saved any passwords for this website? No View Saved Passwords nant
Technical Details
ECOl
Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384, 256 bit keys, TLS 1.2) hme
The page you are viewing was encrypted before being transmitted over the Internet. con
Encryption makes it difficult for unauthorized people to view information traveling between npra
computers, It is therefore unlikely that anyone read this page as it traveled across the network. ani
has
Help anp
over

e Depanment works with other federal agencies, forergn governments, and
0 Within this window, you can obtain all public information on the certificate, including serial number,

thumbprint, and any other attributes required.

Certificate Viewer: "www. treasury.go x
l General Details

This certificate has been verified for the following uses:

n ‘ 55L Client Certificate |
B ‘ S5L Server Certificate |
]

2 Issued To

]

Commeon Name (CN)  www.treasury.gov

Organization (Q) Department of the Treasury

Organizational Unit (OU) Department of the Treasury

|Saria| Number OD:74:6E:C3:56: AF:87:76: C6:D0:99:97:F3:CB:BB:26

! Issued By

Commen Mame (CN) DigiCert SHAZ Secure Server CA
Organization (Q) DigiCert Inc
l Organizational Unit (OU) <MNot Part Of Certificate>

Period of Validity

Begins On Thursday, May 10, 2018
1 Expires On Monday, June 10, 2019

Fingerprints

SHA-256 Fingerprint 39:FD:69:49:AB:3C:6C:61:41:64:20:E4:1D:8E:9E: 34
40:71:86:65:87:87:C3:ED:06:9D:5B:76:D5:68:81:68

SHA1 Fingerprint EC:75:4FT4:34:2F76:38:A4:8E:16:4E:95:1 268:0A:3E:6C:STAC




0 To export the certificate, Export.

e Jias | Nenartmeant of the

Certificate Viewer: "www treasury.gov” ¥ 2
:
General Details i
M
i

Certificate Hierarchy

~DigiCert Global Root CA
~DigiCert SHA2 Secure Server CA

www.treasury.gov

Certificate Fields
p “ww.treasury.gov @
i wCertificate L
Version
Serial Number :

i Certificate Signature Algerithm
Issuer
| W Validity
1 Mot Before w
Field Value

Epor.. | <

0 Asave window is displayed. Leave all settings as default and Select Save.

o File name: |mwvtreasur}rgc-v.crt v

Save as type: | X.509 Certificate (PEM) (*.crt;".pem) e

A Hide Folders —

I
0 The certificate will now be exported as a .crt and can be imported into applications.

; » ThisPC » Downloads
+ " Marme

ol o wwwtreasurygov.crt
- [l I ———



OLDER VERSIONS: Browser (Chrome — version 59 or earlier):

O Open up Chrome Web Browser and navigate to https://www.treasury.gov/about/role-of-

treasury/Pages/default.aspx
= IMPORTANT: www.treasury.gov redirects to https://home.treasury.gov and displays a
separate certificate.

O Press F12 key. A developer window is displayed on the right hand side of the screen.

0 Inthe developer window, select the double ‘>>’ symbol along the top border. A drop down menu is
displayed. Select Security. A certificate window is displayed.

0 Select the Details Tab.

ﬁ

General Details  Certification Path

H te Information

This certificate is intended for the following purpose(s):

= Ensures the identity of a remote computer
* Proves your identity to a remote computer
216,840, 1. 114412, 1.1

*2.23.140.1.2.2

0 Within this window, you can obtain all public information on the certificate, including serial number,
thumbprint, and any other attributes required.

=] version V3

=| Serial number 0d746ec3seafa 7 raced0a997f.. .
DSignamre algorithm sha256RSA
DSignamre hash algorithm sha25a
Dlssuer DigiCert SHAZ Secure Server ...
D'I.-'alid from Thursday, May 10, 2018 20:0...
D'I.-'alid to Monday, June 10, 2019 08:00...
I-_']'ﬁ ihisrt wiana_tresenry nmve Nenartmes W

0d746ec356af8776c6d09997f 3chbhbb2e

0 To export the certificate, Select Copy To File.


https://www.treasury.gov/about/role-of-treasury/Pages/default.aspx
https://www.treasury.gov/about/role-of-treasury/Pages/default.aspx
http://www.treasury.gov/
https://home.treasury.gov/

General Detals  Certification Path
Show: | <All= ~
Field Value G
D\n‘ersion V3
DSeriaI number 0d746ec356afa776c0d09997f ...
Dsignab.lre algorithm sha256RSA
Signature hash algorithm sha256
Dlssuer DigiCert SHAZ Secure Server ...
D\falid from Thursday, May 10, 2018 20:0...
D\falid to Monday, June 10, 2019 03:00...
[=l 2 hiart wian treasiry ane_Nenartme s
V3
Edit Prope» Copy to File...
QK

0 A certificate export wizard window is displayed. Click Next.

£# Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation

lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext.

[ e |

Cancel

E

H

0 Select Base-64 encoded X.509 (.CER) and Select Next



Export File Format
Certificates can be exported in 3 variety of file formats.

Select the format you want to use:
(0) DER encoded hinary X.508 (.CER)
(®) Base-64 encoded X.502 {,CER)
(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
Indude all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 {.FFX)
Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy
Microsoft Serialized Certificate Store ((55T)

e || e |

O Select Browse...

-
b

File o Export
Specify the name of the file you want to export

File name:

[l i| Browse...

0 Typein afile name (e.g. www.treasury.gov) and Select Save

File name:

Save as type: | Basefd Encoded X.509 (*.cer)

: Folders = | |

O Select Next


http://www.treasury.gov/

=

File to Export
Specify the name of the file you want to export

File name:

E:\Users\UserName\Downloads www. treasury.gov.cer | | Browse.,, :

0 Select Finish

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

File Name |
Export Keys Na

Indude all certificates in the certification path No
File Format Base64 Encoded X.509 (*.cer)
< >

The export was successful,

0 The certificate will now be exported as a .cer file and can be renamed to .crt and/or imported into
applications.

¥ » ThisPC » Downloads

+ N Mame
!

5 www.treasury.gov.cer



